Firmware Thoughts

With our
System

In 6.9000

//////



Two Big Pieces

* As you design your projects your firmware will
get more and more complicated...

a )
e Process/Instructions/Behavior:

* How to structure all your code (RTOS?)
- y,

* Memory:
* How to store all your data
* |ssues with this maybe
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Process/Behavior: Thoughts for
6.9000

* For the most part, based on what | can see at
this point, none of you are going to be needing to
squeeze the last little bit of performance out of
our microcontrollers.

* However a lot of you teams are actually doing
oretty complicated meshes of interwoven
pbehaviors that all need to run seamlessly and
then we have to worry about using energy
Intelligently as well.
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Finite State Machine

* Many of your tasks are going to boil down to
running finite state machines type of behaviors.

* You do a thing
* You do another thing

@ * You do another thing
@ * You repeat
@  And so on...
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typedef enum {
STATE_1,
STATE_2,

One way... i

static state_t current_state = STATE_1;

« One way to implement " ety
FSM Code current_state = STATE_2;
}

void f2(void) {
printf("f2\n");

current_state = STATE_3;
}
void app_main(void) { _ '
while (1) { void f?(v01d) {
. printf("f3\n");
switch (current_state) { current state = STATE 1:

case STATE_1: f1(); break;
case STATE_2: f2(); break;
case STATE_3: f3(); break;

}
vTaskDelay(pdMS_TO_TICKS(1000));
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Finite State Machine

* You may start having mini FSM loops and larger
FSM loops as you build up your overall design

Have to take 20
measurements or
something before sending
(once a minute)

Send data every 20

state=1
MEASURE
minutes

\/
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Finite State Machine

* As things get more complicated....

Have to take 20
measurements or
something before sending
(once a ~minute)

state=0
SLEEP

75 state=1

MEASURE

Send data every ~~~~20
minutes

state=2

Gotta worry about retries

/
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Another Functional Pattern
Emerging

* Lots of little “things” you gotta do periodically
which aren’t necessarily tied together.

3/10/26 6.9000 EFI Spring 2026 8



“Super Loop”/Polling/Event Loop

* One loop that runs continuously and you use
timers to check on when to run “tasks”

void app_main(void) {

uinté4_t last_f1 = 0;
. . uint64_t last_f2 = 0;
void ﬂ("‘nd) { uint64_t last_f3 = 0;
printf("f1\n"); while (1) {
} uint64_t now = esp_timer_get_time();
if (now - last_f1 >= 500000) { //
void f2(void) { {;i,)c;fl - now:
printf(*f2\n"); } else if (now - last_f2 >= 1500000) {
} f2();
last_f2 = now;
void f3(void) { } else if (now - last_f3 >= 2000000) A
. 1 1 f3();
printf("f3\n"); last_f3 = now;
} }

vTaskDelay(pdMS_TO_TICKS(10));

}
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Event Loop In action...

* You can see the three
funCtlonS are all k|nda U (233) spi_flash: Detected size{(UB96k
“running in parallel”

void app_main(void) {

uint64_t last_f1 = 0;
uint64_t last_f2 = 0;
uint64_t last_f3 = 0;
while (1) {
uint64_t now = esp_timer_get_time(); /
if (now - last_f1 >= 500000) { //
f1();

last_f1l = now;

} else if (now - last_f2 >= 1500000) {
f2();
last_f2 = now;

} else if (now — last_f3 >= 2000000) {
f3();
last_f3 = now;

}

vTaskDelay(pdMS_TO_TICKS(10));
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"Inputs” to system don’t have to
be just time

* Can bring in lots of

checks and stimuli to

uint64_t last_f1 = 0;

vintsa.t 1ast 12 = 0 cause flow control
e variations in event
uint64_t now = esp_timer_get_time(); loop
if (now - last_f1 >= 500000) {
f1();

last_f1l = now;

} else if (now - last_f2 >= 1500000) {
f2();
last_f2 = now;

} else if (now - last_f3 >= 2000000) {

Only do a thing every 2

if (?cg(ic))Tget_level(GPIO_NUM_S) == 0) { SeCOndS if a bUttOn iS
} pushed
1 f3 = ; .

, e Or something...

vTaskDelay (pdMS_TO_TICKS(10));
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Can be perfectly fine way to run
things
* But as your state machine(s) get more and more

complicated...

* And the rate they need to step gets more
complicated and varied...

* this can start to get harder and harder to manage

* May need to develop non-trivial structures and
protocols to share information between all those
separate
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Solution 1: Interrupts

* Interrupts provide a manner for external signals
(timers, electrical signals, bytes arriving) to
trigger code

* You write a function, link it to

3/9/26 6.9000 EFI Spring 2026
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Push Interrupt

#define BUTTON_PIN GPIO_NUM_5

static void IRAM_ATTR button_isr(void *arg) {‘__________

printf("pressed\n");

}

void app_main(void) {

// trigger on push of button

gpio_config_t io_conf = {
.pin_bit_mask = (1ULL << BUTTON_PIN),
.mode = GPIO_MODE_INPUT,
.pull_up_en = GPIO_PULLUP_ENABLE,
.pull_down_en = GPIO_PULLDOWN_DISABLE
.intr_type = GPIO_INTR_NEGEDGE,

Y

gpio_config(&io_conf);

gpio_install_isr_service(0);
//do nothing in loop forever

while (1) {
vTaskDelay(pdMS_TO_TICKS(1000));

/

gpio_isr_handler_add (BUTTON_PIN, button_isr, NULL);

A piece of code you want to
run in reaction to an event

p—

Set event to be on the

,,,,,,,/,,/”” negative edge...

/ Trigger this function

3/10/26 6.9000 EFI'Spring 2026
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Timer Interrupt

static bool IRAM_ATTR timer_isr(gptimer_handle_t timer,
const gptimer_alar
void *arg)

printf("Timer fired!\n");
return false;

}

void app_main(void) {
gptimer_handle_t timer = NULL;
gptimer_config_t timer_config = {

.clk_src = GPTIMER_cLK_SRc_DEFAUg1L____._————“""‘———“———“———

.direction = GPTIMER_COUNT_UP,
.resolution_hz = 1000000,

s

gptimer_new_timer(&timer_config, &timer);

gptime r_alarm_con flg_t ala rm_COnfig/
.alarm_count = 500000,

.reload_count = 0,
.flags.auto_reload_on_alarm = true,
};

gptimer_set_alarm_action(timer, &alarm_config);

gptimer_event_callbacks_t cbs =

{

nt_data_t *edata,

A piece of code you want to
run in reaction to an event

__— A hardware timer

An alarm listening to
the timer

—

Setting things up so

.on_alarm = timer_isr,
i
gptimer_register_event_callbacks(timer, &cbs, NULL);

gptimer_enable(timer);

gptimer_start(timer);

//do nothing in loop forever

while (1) {
vTaskDelay(pdMS_TO_TICKS(1000));

e

that when alarm
happens, it triggers
the timer _isr

3/10/26
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Interrupts...similar (kinda) to
FastAPI

“when GET at / happens, run
from fastapi import FastAPI ___—this code”

app = FastAPI()

@app.get("/") “when a GET at /items happens
def home(): "””’dC)thiS”

return {"message": “hellj:i”””’,,f,,,,ff””

@app.get("/items/{item_id}")
def get_item(item_id: int):
return {"item_id": item_id, "name": "widget"} “when a GET at /items happens

_———  dothi&
@app.post("/items")

def create_item(name: str, price: float):
return {"name": name, "price": price, "status"
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Similarities
* Both Interrupts and FastAPI| are event-driving

forms of programming

* Both rely on some grand deity-like entity in the
background to actually be running and checking
things and executing

* Interrupts happen at the hardware level
* FastAPIl happens at the program (Python) level
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Solution 2: RTOS

* The Espressif comes with something that is
actually much closer to the how FastAPI works
(more so at the software level)

e [tis known as an RTOS

3/10/26 6.9000 EFI Spring 2026
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Solution 2: RTOS

* Real Time Operating System is an operating
system that is particular sensitive to timing!

=

Background Always running “Process”
The “kernel” aka Scheduler

.

Small
sometimes

running code
Task 1

J

3/9/26

f

.

Small
sometimes

running code
Task 2

J

.

Small
sometimes

running code
Task 3

aip

J
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The Scheduler

* The user spins up various tasks that run “at the
same time”

* The Scheduler, the only piece of software that is
actually always running, manages all the tasks
using a priority queue of sorts.

* Tasks are effectively the same as threads
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Espressif (ESP32C3) uses
FreeRTOS

* By far the dominant RTOS in the embedded
world.

* Relatively lightweight (and small).
* Very well documented.
* Mature.

* Not super heavy duty (no file system, drivers,
user accounts, etc... Things like that)

3/9/26 6.9000 EFI Spring 2026
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Alternatives to FreeRTOS

* FreeRTOS that Espressif uses is basically just a
glorified task manager loop (this is one reason
why it is

* If you want more features of an actual OS, there
Is the Zephyr framework...feel free to read up on

that if you hate yourself and don’t like being
productive.

* | would strongly, strongly encourage you to not
use Zephyr for 6.9000 project. In fact we forbid it.

https://www.zephyrproject.org
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Setting up Tasks

e eeros * Can have multiple pieces of
(){ code that running “at the
same time (wink)”

vTaskDelay(pdMS_TO_TICKS(500));
}

} * In reality, the scheduleris
void sk blvold 4p) ¢ hopping between them,

while (1) {
printf("Task B HIHIHIHIHIHIH\n");

TaskDetay (pcs. T0_TICKS (15001); giving each task some CPU
} .
} cycles to run before moving

void task_c(void *p) { h
while (1) { onto the next one.
printf("Task C HEY HEY\n");
vTaskDelay (pdMS_TO_TICKS(2000));

- * Does so fast enough to give
void app_in(vodd) { the illusion of “at the same

xTaskCreate(task_a, "A", 2048, NULL, 5, NULL); . 99
xTaskCreate(task_b, "B", 2048, NULL, 5, NULL); tII I le
xTaskCreate(task_c, "C", 2048, NULL, 5, NULL);

}
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Creating a Task

Infinite loop that is “blocking”

F R

176 void task_c(void xp§ {

177 while (1) {

178 printf("Task C\n"); Could add

179 vTaskDelay(pdMS_TO_TICKS(2000)); .

180 } handle/pointer
181 } to task to

182 suspend/turn
183 void app_main(void) { off/on kill etc...
184 xTaskCreate(task_a, "A", 2048, NULL, 5, NULL);

A

Task/function

Priority of task! (0-

Name of task Bytes of stack Input handle 24) with 24 highest

giventotask  (usedtohand
data into task)

3/9/26 6.9000 EFI Spring 2026 24



Running that code...

#include <stdio.h>
#include "freertos/FreeRT0S.h"
#include "freertos/task.h"

void task_a(void *p) {
while (1) {
printf("Task A\n");
vTaskDelay(pdMS_TO_TICKS(500));

void task_b(void xp) {
while (1) {
printf("Task B HIHIHIHIHIHIH\n");
vTaskDelay (pdMS_TO_TICKS(1500));

void task_c(void *p) {
while (1) {
printf("Task C HEY HEY\n");
vTaskDelay(pdMS_TO_TICKS(2000));

void app_main(void) {
xTaskCreate(task_a, "A", 2048, NULL, 5, NULL);
xTaskCreate(task_b, "B", 2048, NULL, 5, NULL);
xTaskCreate(task_c, "C", 2048, NULL, 5, NULL);
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HIHIHIHIHIHIH
HEY HEY

HIHIHIHIHIHIH

HEY HEY

HIHIHIHIHIHIH

HEY HEY

HIHIHIHIHIHIH

HEY HEY
HIHIHIHIHIHIH

HIHIHIHIHIHIH

HEY HEY

HIHIHIHIHIHIH

HEY HEY

25



Running that code...

* Each task thatis running

void task_a(void *p) {

while (1) { should have some calls to:
rintf("Task A\n");
STasEDt(alay(de;_T())_TICKS(SOG)): * vlaskDelay
}
} * Or other assorted ”"blocking”
void task_b(void *p) { (3Eill£5
while (1) {

printf("Task B HIHIHIHIHIHIH\n"); * These “yield ” control of a

vTaskDelay(pdMS_TO_TICKS(1500));

) task back to the scheduler

}

void task_c(void *p) {
while (1) {
printf("Task C HEY HEY\n");
vTaskDelay(pdMS_TO_TICKS(2000));
}
}
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What happens if...

HIHIHIHIHIHIH
HIHIHIHIHIHIH
void task_a(void *p) { ﬂﬁﬁﬂﬁﬁﬂﬁﬁﬂ

while (1) { HIHIHIHIHIHIH

printf("Task A\n");
vTaskDelay(pdMS_TO_TICKS(500)); HIHIHTHIHIHTH

} HIHIHIHIHIHIH
HIHIHIHIHIHIH

} HIHIHIHIHIHIH
HIHIHIHIHIHIH

HIHIHIHIHIHIH

void task_b(void *p) { :i:i:i:i:i:i:
while (1) { HIHIHIHIHIHIH
printf("Task B HIHIHIHIHIHI HIHIHIHIHIHIH
HIHIHIHIHIHIH

HIHIHIHIHIHIH

} HIHIHIHIHIHIH
HIHIHIHIHIHIH

¥ HIHIHIHIHIHIH
HIHIHIHIHIHIH

HIHIHIHIHIHIH

void task_c(void xp) { HIHIHIHIHIHIH
: HIHIHIHIHIHIH

while (1) { HIHIHIHIHIHIH
printf("Task C HEY HEY\n"); HIHIHIHIHIHIH

. HIHIHIHIHIHIH

vTaskDelay(pdMS_TO_TICKS(2000)); HIHIHINIHINIH

} HIHIHIHIHIHIH
HIHIHIHIHIHIH

} HIHIHIHIHIHIH
HIHIHIHIHIHIH

HIHIHIHIHIHIH
HIHIHIHIHIHIH
HIHIHIHIHIHIH
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task b never releases control

* After a while of that printing mess...

Task B HIHIHIHIHIHIH

Task B HIHIHIHIHIHIH

Task B HIHIHIHIHIHIH

Task B HIHIHIHIHIHIH

Task B HIHIHIHIHIHIH

Task B HE {18268) task_udt: Task watchdog got triggered. The follouwing tasks/users did not reset the watchdog in time:
E (18268) task_uwdt: - IDLE (CPU @)

E (18268) task wdt: Tasks currently running:

E (18268) task wdt: CPU B: B

E (18268) task wdt: Print CPU B {current core) registers

Core B register dump:

MEPC 1 BxL42885864 RA : BxL28861f4 SP 1 Bx3fc91338 1 Bx3fcicuBn
--- Bx42885864: uart_ Ll _get_txfifo_len at

--- {inlined by) vart_tx char at

-—-- BxU28861f4: uvart_urite at 5 st/esp/es ents/es = 5
TP : Bx3fc91498 T8 : BxBBEBBBEA T1 1 BxBBBBBBAA : BxBBBBAREA
S8/FP : BxB088BBB8 S1 : BxBBEBBEBUS A8 1 BxBBBBBBAA : BxBBBBAARLS
A2 : BxB088BB6A4 A3 : Bx608888688 A4 1 BxBABBABA1 : Bxed?f8B088
A6 1 BxL42886186 A7? 1 BxBBEBRBRA S2 1 BxBABBBBAA : BxBBBBAR1S
--- BxU42886186: uvart_urite at

Sh : Bx3fcBe?2c S5 1 Bxu428858uc  S6 1 BxBABRABAA : BxBBBBAREA
--— Bx4288584c: vart_tx_char at

S8 : BxB08BBAAA1 S9 : BxB0BBABAA S18 1 BxBABRBBAA : BxBBHBBAREA
T3 : BxB08BBB6A T4 : BxB0BBABRA TS 1 BxBABRABAA : BxBBBBAREA
MSTATUS : BxBBBB1889 MTVEC 1 Bx4A388881 MCAUSE : BxdeadcBde : BxdeadcBde
--- BxuB388881: vector_table at

MHARTID : BxBBBBAAAA

Please enable CONMFIG_ESP_SYSTEM_USE_FRAME_POINTER option to have a full backtrace.
IHIHIHIHIHIH

Task B HIHIHIHIHIHIH
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RTOS Task Watchdog

* When a task releases control back to the
scheduler/kernel, occasionally the scheduler
gets a chance to feed the watchdog

e Stay in a tasktoo long...you’ll starve the
watchdog and it’ll freak out

|

The “kernel”

Background Always running “Process” ]
ﬁ

| believe 5

seconds is the
RTOS watchdog
timer

-

.

Small
sometimes

running code
Task 1

~

J
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-

.

Small
sometimes

running code
Task 2

~

J

I

-

.

Small
sometimes

running code
Task 3

~

~

-

J
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So make sure...

* You aren’t waiting on external signals only in your
tasks!

* Add some calls to vTaskDelay since thatis one
way to “pass” control back to the scheduler
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You were already in an RTOS...

* The app_main functionin every piece of code
you’ve written for the class so far is actually a
task running on your core already.

* And if you were running Wifi in a lab/assignment,
that had its own task that got spun up behind the
scenes doing a lot of stuff.
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You can see what’s going on

* |[n some code from week 5| had....

void print_tasks(void) {
char buf[1024];
vTaskList(buf);
printf("Name\t\tState\tPrio\tStack\tNum\n");
printF{*%ss\n"; bufl:

+ some idf.py menuconfig action...
Hame

main
TDLE
tiT

sys_evt
Tmr Svc
uifi
esp_timer

3/9/26 6.9000 EFI Spring 2026
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RTOS Priority

* How does the scheduler decide who gets to

3/9/26

6.9000 EFI Spring 2026
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Creating a Task

Infinite loop that is “blocking”

F R

176 void task_c(void xp§ {

177 while (1) {

178 printf("Task C\n"); Could add

179 vTaskDelay(pdMS_TO_TICKS(2000)); .

180 } handle/pointer
181 } to task to

182 suspend/turn
183 void app_main(void) { off/on kill etc...
184 xTaskCreate(task_a, "A", 2048, NULL, 5, NULL);

A

Task/function

Priority of task! (0-

Name of task Bytes of stack Input handle 24) with 24 highest

giventotask  (usedtohand
data into task)
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RTOS Priority

* Every 10 ms (a “tick”) the Scheduler looks to
see who gets to run:

|

Scheduler/Kernel

-

-

Small
sometimes

running code
Task 1

~

J

\”
«pick M

3/10/26

|

Small
sometimes

running code
Task 2
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Priority Queue

* The scheduler keeps track of which task wants to
oe run as well as the priority of all the tasks and
nicks a winner to give some CPU to.

* Higher priority always gets chosen
* Equal priority get round-robinned

Hame
nain
TIDLE
tiT

sys_evt
Tnr Svc
wifi
esp_timer
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Some Tasks (range from 0 to 24)

* |dle task has priority of O (lowest priority)
* app_main has priority 1

* esp_timer has priority 22

* Bluetooth and Wifi tasks have priority 23

Hame
nain
TIDLE
biT

sys evt
Tnr Svc
wifi
esp_timer

3/9/26 6.9000 EFI Spring 2026 37



Recall this...

HIHIHIHIHIHIH
HIHIHIHIHIHIH
void task_a(void *p) { ﬂﬁﬁﬂﬁﬁﬂﬁﬁﬂ

while (1) { HIHIHIHIHIHIH

printf("Task A\n");
vTaskDelay(pdMS_TO_TICKS(500)); HIHIHTHIHIHTH

} HIHIHIHIHIHIH
HIHIHIHIHIHIH

} HIHIHIHIHIHIH
HIHIHIHIHIHIH

HIHIHIHIHIHIH

void task_b(void *p) { :i:i:i:i:i:i:
while (1) { HIHIHIHIHIHIH
printf("Task B HIHIHIHIHIHI HIHIHIHIHIHIH
HIHIHIHIHIHIH

HIHIHIHIHIHIH

} HIHIHIHIHIHIH
HIHIHIHIHIHIH

¥ HIHIHIHIHIHIH
HIHIHIHIHIHIH

HIHIHIHIHIHIH

void task_c(void xp) { HIHIHIHIHIHIH
: HIHIHIHIHIHIH

while (1) { HIHIHIHIHIHIH
printf("Task C HEY HEY\n"); HIHIHIHIHIHIH

. HIHIHIHIHIHIH

vTaskDelay(pdMS_TO_TICKS(2000)); HIHIHINIHINIH

} HIHIHIHIHIHIH
HIHIHIHIHIHIH

} HIHIHIHIHIHIH
HIHIHIHIHIHIH

HIHIHIHIHIHIH
HIHIHIHIHIHIH
HIHIHIHIHIHIH
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task b never releases control
voluntarily

* After a while of that printing mess...

Task B HIHIHIHIHIHIH

Task B HIHIHIHIHIHIH

Task B HIHIHIHIHIHIH

Task B HIHIHIHIHIHIH

Task B HIHIHIHIHIHIH

Task B HE {18268) task_udt: Task watchdog got triggered. The follouwing tasks/users did not reset the watchdog in time:
E (18268) task_uwdt: - IDLE (CPU @)

E (18268) task wdt: Tasks currently running:

E (18268) task wdt: CPU B: B

E (18268) task wdt: Print CPU B {current core) registers

Core B register dump:

MEPC 1 BxL42885864 RA : BxL28861f4 SP 1 Bx3fc91338 1 Bx3fcicuBn
--- Bx42885864: uart_ Ll _get_txfifo_len at

--- {inlined by) vart_tx char at

-—-- BxU28861f4: uvart_urite at 5 st/esp/es ents/es = 5
TP : Bx3fc91498 T8 : BxBBEBBBEA T1 1 BxBBBBBBAA : BxBBBBAREA
S8/FP : BxB088BBB8 S1 : BxBBEBBEBUS A8 1 BxBBBBBBAA : BxBBBBAARLS
A2 : BxB088BB6A4 A3 : Bx608888688 A4 1 BxBABBABA1 : Bxed?f8B088
A6 1 BxL42886186 A7? 1 BxBBEBRBRA S2 1 BxBABBBBAA : BxBBBBAR1S
--- BxU42886186: uvart_urite at

Sh : Bx3fcBe?2c S5 1 Bxu428858uc  S6 1 BxBABRABAA : BxBBBBAREA
--— Bx4288584c: vart_tx_char at

S8 : BxB08BBAAA1 S9 : BxB0BBABAA S18 1 BxBABRBBAA : BxBBHBBAREA
T3 : BxB08BBB6A T4 : BxB0BBABRA TS 1 BxBABRABAA : BxBBBBAREA
MSTATUS : BxBBBB1889 MTVEC 1 Bx4A388881 MCAUSE : BxdeadcBde : BxdeadcBde
--- BxuB388881: vector_table at

MHARTID : BxBBBBAAAA

Please enable CONMFIG_ESP_SYSTEM_USE_FRAME_POINTER option to have a full backtrace.
IHIHIHIHIHIH

Task B HIHIHIHIHIHIH

3/10/26 6.9000 EFI Spring 2026



Priority and i

Failing to Yield

wifi

esp_timer

* Failing to block/yield control to scheduler from a
task can impact tasks at equal or lower priority

* Higher priority ones are not impacted

* Equal priority tasks will get potentially
malnourished

* Lower priority tasks will get starved

* IDLE is the “housekeeping” task and does things
like feed the watchdog...if that is never given a
chance to run, issues will arise
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Some Tasks (range from 0 to 24)

* |dle task has priority of O (lowest priority)
* app_main has priority 1

* esp_timer has priority 22

* Bluetooth and Wifi tasks have priority 23

* For things you write, try pmm
to aimin the 5-15

I0LE

range maybe tiT

sys evt

Tnr Svc
wifi
esp_timer
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DO NOT

* You might think your tasks are very demanding
and therefore deserve highest priority, but your
demands are likely nothing compared to those of
WiFi and BLE

e Sodon’tuse 24

* | think general rec is to keep things below 19 if
you’ve got things like WiFi or BLE going.
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Another Issue: Talking Between
Tasks in an RTOS

* These two things are pretty isolated it turns
out...how to have them communicate?

Collect data every minute.
Put in nice spot.

When you’ve got 20 datas
collected, f1 tells f2 that it

/—\ Listening for some message
from f1 that says, “I’ve gotten

all the data, grab it and send

itup!”
needs to post the data \/ P

3/9/26

6.9000 EFI Spring 2026
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Signaling Between Tasks

* The individual tasks have completely separate
stacks (for safety!)

* They need to use other common resources to
communicate between each other

void app_main(void) {
xTaskCreate(task_a, "A", 2048, NULL, 5, NULL);
xTaskCreate(task_b, "B", 2048, NULL, 5, NULL);
xTaskCreate(task_c, "C", 2048, NULL, 5, NULL);
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Shared Variables

135 bool newdata & tatse * The consumer is

152 void producer(void xp) { CheCking the new_d ata
131 int count = 0; . .

1322 while (1) 4 variable to see if

133 shared_value = count++; .

134 new_data = true; producer changed it.
135 vTaskDelay (pdMS_TO_TICKS(1000));

136 }

137 ) *[fsoi ?ads
gg void consumer(void xp) { Value and then

140 while (1) {
it (new_data) { ‘é‘@new data backto
142 printf("Got: %d\n", shared_value); 0
143 new_data = false; & fa lse
144 } \¢
145 vTaskDelay (pdMS_TO TICK@\»

}

146

147 }

148

149 void app_main(void) {

150 xTaskCreate(producer, "prod", 2048, NULL, 5,
151 xTaskCreate(consumer, "cons", 2048, NULL, 5,
152 }
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Shared Variables

127 volatile int shared_value = 0;

128  volatile bool new_data = false; ° Va riables in thlS Situation
129

130 void producer(void *p) {

10 vold producer (voic must be declared as

132 while (1) { —_ 1

133 shared_value = count++; m to prevent

134 new_data = true; 1 1 1 1
135 vTaskDelay(pdMS_TO_TICKS(1000)); Com pller from SI m pllfyl ng
136 }

el them away

138

139 void consumer(void *p) {

140 while (1) {

141 if (new_data) {

142 printf("Got: %d\n", shared_value);

143 new_data = false;

144 }

145 vTaskDelay(pdMS_TO_TICKS(10));

146 }

147 }

148

149 void app_main(void) {

150 xTaskCreate(producer, "prod", 2048, NULL, 5,

151 xTaskCreate(consumer, '"cons", 2048, NULL, 5,

152 }
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Volatile Variables

* Marking variables as volatile fixes the compiling-
away issue

* For things much beyond one single variable,

issues can arise because of the RTOS and its
task switching.

* Where the RTOS ”time-slices” between tasks is
not up to the individual tasks and is not
predictable
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Signaling Between Tasks

1o

123 #include <stdio.h>
124 #include "freertos/FreeRT0S.h"
125 #include "freertos/task.h"

* VVolatiles should be

127 int shared_value = 0;

used very cautiously. 126 bool new.data = false;

130 void producer(void *p) {

131 int count = 0;
* Instead you have other = e«
. . 133 shared_value = count++;
Optlons In RTOS- 134 new_data = true;
* 135 vTaskDelay (pdMS_TO_TICKS(1000));
136 }
* Queues 137 )
138
(. \ 139 void consumer(void xp) {
Semaphores 140 while (1) {
141 if (new_data) {
i Mutexes 142 printf("Got: %d\n", shared_value);
143 new_data = false;
° 11 1 144 }
NOt|f|Cat|OnS 145 vTaskDelay(pdMS_TO_TICKS(10));
\ ) 146 }
147 ¥
148
149 void app_main(void) {
150 xTaskCreate(producer, "prod", 2048, NULL, 5, NULL);
151 xTaskCreate(consumer, "cons", 2048, NULL, 5, NULL);
152 }
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Semaphores and Mutexes

* Terminology is a little overlapped in the espressif
framework but in general:

* Sempahores are unidirectional communication
between tasks

e Mutexes are bidirectional communication
between tasks

* Both are thread-safe...the RTOS manages all the
volatile stuff behind the scenes for you
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Semaphores

* Uni-directional: meant for signaling

Announces:
“Here is signal for you!” Listens for that signal and reacts
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Semaphore Code Example

#include <stdio.h>

#include "freertos/FreeRT0S.h"
#include "freertos/task.h"
#include "freertos/semphr.h"

Announces

SemaphoreHandle_t sem;

void sensor_task(void xp) {
while (1) {
vTaskDelay(pdMS_TO_TICKS(2000));
printf("Sensor: data ready\n");
xSemaphoreGive(sem); // "hey other task"

Yields to scheduler until

A } announcement made
void display_task(void *p) {
while (1) {
xSemaphoreTake(sem, portMAX_DELAY); // sleep until signaled
printf("Display: showing data\n"); //Thanks! Got it
&
&
void app_main(void) {
sem = xSemaphoreCreateBinary();
xTaskCreate(sensor_task, "sensor', 2048, NULL, 5, NULL);
xTaskCreate(display_task, "display", 2048, NULL, 5, NULL); c
}



Mutexes

* Bi-directional: meant for sharing (responsibly)
resources

Can Give/Take Can Give/Take
aka aka
Claim/Release Claim/Release

S
~_
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Mutex Code Example

#include <stdio.h>

#include "freertos/FreeRT0S.h"
#include "freertos/task.h"
#include "freertos/semphr.h"

SemaphoreHandle_t mutex; //
int counter = 0;

level struct/object

void task_a(void *p) {
while (1) {

Shared resource

__—— (doesn’t have to be
declared volatile)

claim resource

xSemaphoreTake (mutex, portMAX_DELAY)fTﬁ

manipulate resource

counter++; <
printf("A: counter = %d\n", counter);

release resource

&

xSemaphoreGive(mutex); <—
vTaskDelay(pdMS_TO_TICKS(500));

¥

void task_b(void *p) {
while (1) {

xSemaphoreTake (mutex, portMAX_DELAY);4——“"'______—_-——____

claim resource
/ .
manipulate resource

counter += 10;¢—
printf("B: counter = %d\n", counter);

release resource

xSemaphoreGive(mutex); <—
vTaskDelay (pdMS_TO_TICKS(700));

}

void app_main(void) {
mutex = xSemaphoreCreateMutex(); //creates bidirectional mutex
xTaskCreate(task_a, "A", 2048, NULL, 5, NULL);
xTaskCreate(task_b, "B", 2048, NULL, 5, NULL);

r2026
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Notifications

* Uni-directional: meant for signaling...effectively
Implementing semaphores behind the scenes

Announces:
“Here is signal for you!” Listens for that signal and reacts

3/10/26 6.9000 EFI Spring 2026 54



Notifications

#include <stdio.h>
#include "freertos/FreeRT0S.h"
#include "freertos/task.h"

Announces

TaskHandle_t receiver_handle;

void sender(void *p) {
while (1) {
vTaskDelay (pdMS_TO_TICKS(1000));

xTaskNotifyGive(receiver_handle);//s€end notiifcation to receiver

void receiver(void *p) { ‘—____,———_____________—__—___
while (1) {

ulTaskNotifyTake(pdTRUE, portMAX_DELAY);
printf("I have been notified!\n");

Yields to scheduler until
announcement made

void app_main(void) {
xTaskCreate(receiver, "recv", 2048, NULL, 5, &receiver_handle);
xTaskCreate(sender, "send", 2048, NULL, 5, NULL);
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Using these functionalities

* S0 good uses of semaphores?

e Good uses of Mutexes?

3/9/26 6.9000 EFI Spring 2026
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What about all this RTOS with
Power?

* We’ve been doing all this weird stuff...how does
power come into play.

* Remember esp_light_sleep,
esp_deep_sleep,etc...?

3/9/26 6.9000 EFI Spring 2026
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RTOS Power Functionality

* Deep Sleep still pretty much turns everything
off/reboots the device...not much change there.

* The RTOS has built-in functionality tied to light
sleeping and some other cool functionality
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Summary: Digital Power Consumption

P : total power consumed

o1 . fraction of gates switching
C : Capacitance of gates, busses, interc:onnectL_V

I . Operating voltage (V,;,4)

f : frequency of operation
l10q1: Leakage Current:

* Sub-threshold leakage
* Gate-Leakage

3/10/26

Dynamic power consumption

P=ay,CV*f+ VI,

4

Vdd

Static power consumption

V/ss

6.9000 Spring 2026
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How to make P go down? ..,

system Improve
voltage Fabrication

/

2 ‘ ‘
P=ay,1CVf + Vg
Cut down on bits flipping Be ON for

Smaller less time

capacitors, Scale Drop
Keep down frequency
wires/interc system ?
onnects voltage
short!
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Underclocking

* If you have a lot of computation to get through,
underclocking is rarely a good idea.

* If, however, you actually have nothing to do
whatsoever, or...

* what you need to do does not need to be done
very quickly (interacting with stupid slow human
flesh computers)

* , simply running in place checking/counting a
number is a waste of time
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{Top) -+ Component config -+ FreeRTOS -+ Kernel

[ 1 Bun the Amazon SHP FreeRTOS kernel instead (FEATURE UNDER DEVELOPHENT)
-%¥- Run FreeRTOS only on first core

(188) configTICK_RATE_HZ

[*] configUSE_PORT_OPTIMISED_TASK_SELECTION

configCHECK_FOR_STACK _DVERFLOW {Check using canary bytes {Method 2)) --->
(1) confighuM_THREAD LOCAL_STORAGE_POINTERS

{1536) configMINIMAL STACK SIZE {Idle task stack size)

[ 1 configUSE_IDLE_HOOK

[ 1 configUSE_TICK_HOOK

(16) confighMAX_TASK_NAME_LEN

[ 1 configENABLE_BACKWARD_COMPATIBILITY

Some
Settings:

Allow to go to light [x] configUSE TIMERS
] (Tnr Svc) configTINER_SERVICE_TASK_NAME
53[6963[) (tl()ﬁ(lé?f?) conf igTINER_SERVICE_TASK_CORE_AFFINITY (Ho affinity) --->

(1) configTIMER_TASK_PRIORITY
(2048) configTIMER_TASK_STACK_DEPTH

(18)  configTIMER_QUEUE_LENGTH

(8) configQUEUE_REGISTRY SIZE

(1) configTASK_NOTIFICATION ARRAY_ENTRIES

[ 1 configUSE_TRACE_FACILITY

[ 1 configUSE_LIST DATA_INTEGRITY_CHECK BYTES

[ 1 configGENERATE_RUN_TIME_STATS

[x] configUSE_TICKLESS IDLE

(3) configEXPECTED_IDLE_TIME BEFORE_SLEEP (NEW)
[ 1 configUSE_APPLICATION_TASK TAG

Allow processor
to scale its clock

{Top)} » Componen . config -+ Pouwer Management

[*] Support for pouer management
Enable dynamic frequency scaling (DF5) at startup
(I Enable profiling counters for PM locks (HEWD

L] Enable debug tracing of PM using GPIOs (HEWD

-%- Put lightsleep related codes in internal RAN

(1) Calibrate the RTC_FAST/SLOU clock every H times of light sleep (HEW)
[*] Pouer doun CPU in light sleep
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#include <stdio.h>

#include "freertos/FreeRT0S.h"
#include "freertos/task.h"
#include "driver/gpio.h"
#include "esp_pm.h"

#include "esp_log.h"

- ]

#define LED_A GPIO_NUM_4 esp_pm_config_t pm_config = {
fdefine LED_B GPIO_NUMS .max_freq_mhz = 160, //normaly max
void led_a_task(void *p) { .min_freq_mhz = 10, //how ok you a

gpio_set_direction(LED_A, GPIO_MODE_OUTPUT);

bool state = false;

while (1) {
state = !state;
gpio_hold_dis(LED_A); //unlocks teh pin
gpio_set_level(LED_A, state); //change level
gpio_hold_en(LED_A); //holds the pin during the light sleep

vTaskDelay(pdMS_TO_TICKS(500)); // blink every 500ms ) _ )
} void app_main(void) {

// Enable DFS and automatic light sleep
esp_pm_config_t pm_config = {
.max_freq_mhz = 160, //normaly max freq
.min_freq_mhz = 10, //how ok you are to scale the
. light_sleep_enable = true

. lLight_sleep_enable = true

void led_b_task(void xp) {
gpio_set_direction(LED_B, GPIO_MODE_OUTPUT);

bool state = false; 1

while (1) { ESP_ERROR_CHECK (esp_pm_configure (&m_config)); //
state = !state;
gpio_hold_dis(LED_B); //same as before //sping up the two tasks:
gpio_set_level(LED_B, state); //same as above xTaskCreate(led_a_task, "led_a", 2048, NULL, 5, NULL);
gpio_hold_en(LED_B); //same as it ever was xTaskCreate(led_b_task, "led_b", 2048, NULL, 5, NULL);

vTaskDelay(pdMS_TO_TICKS(2000)); // blink every 2 seconds
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Check the Power!

When full wake ups happen
only draw 6mA (not 18mA)
because system running at
lower clock

2026-03-10T12:03:20+00:00
ms 20

3.31
3.305
33
3.295

Markers: | | . X-Axis: ('B\ Q @‘ [« - ©\ Min/Max: fill2 |V  Signals:
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arkers: | || @ XxAds @ Q @ |« o @& Min/Max fil2

+95.3398 pA
F124442'ms

95uA in light sleep!
(not 195uA) because
few things that are
stillon are

underclocked)
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Should you use the RTOS?

* The espressif toolchain is built around it, so can’t
avoid it

* The question is how much to embrace vs. avoid
it.

* [f you use it wisely and follow the docs, | think

you can get very scalable and supportable code
that ends up looking less spaghetti-like
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Two Big Pieces

* As you design your projects your firmware will
get more and more complicated...

* Process/Instructions/Behavior:
* How to structure all your code (RTOS?)

g Memory: )

* How to store all your data

* |ssues with this maybe
\ J
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The Memory

* The ESP32C3 has a diverse set of memory
resources.

* Using them smartly is key to making sure
everything stays happy

3/9/26 6.9000 EFI Spring 2026
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In a Modern Computer

* Data storage is organized into a hierarchy

A
Smaller, CPU registers hold words
faster, retrieved from cache memory.
and L1: / L1 cache
costlier (SRAM) L1 cache holds cache lines
(per byte) retrieved from L2 cache.
storage L2: L2 cache
devices
(SRAM) L2 cache holds cache lines
retrieved from L3 cache.
L3: L3 cache
Larger, (SRAM) L3 cache holds cache lines
slower ) retrieved from memory.
and ’ L4: Main memory
cheaper (DRAM) Main memory holds disk blocks
(per byte) retrieved from local disks.
storage L5: Local secondary storage
devices (local disks) Local disks hold files
retrieved from disks on
Y L6: Remote secondary storage remote network servers.
(distributed file systems, Web servers)

https://3000rain.m|fadium.com/memory-hierarchy-afb83b61 558¢c
01-68

March 10, 2026 MIT 6.1903 Spring 2026



March 10, 2026

Smaller,
faster,
and
costlier
(per byte)
storage
devices

Larger,
slower,
and
cheaper
(per byte)
storage
devices

On ESP32C3....more flattened

* Data storage is organized into a hierarchy

CPU registers hold words
retrieved from cache memory.

L1: / L1 cache

(SRAM) | L1 cache holds cache lines

rieved from L2 cache.

L2 cache holds cache lines
retrieved from L3 cache.

N

; | L L3 cache holds cache lines
i N =~+-i~~4 from memory.

Slightly Slower SRAM

n memory holds disk blocks

/ \ | ratriayed from local disks.

Flash memory Local disks hold files
~ retrieved from disks on

remote network servers.

https://3000rain.mLedium.com/memory-hierarchy-afb83b61 558¢c
01-69
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So really on ESP32C3

* LO is registers (RISCV32 got 32 of them)
* L1 cache is faster SRAM is (16 kB)

* L2 is rest of SRAM (~400 kB)

* L3 is the Flash memory (4MB)

3/10/26 6.9000 EFI Spring 2026
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Memory on the ESP32C3

* This is the actual physical
breakdown of memory is shown
here

3/9/26 6.9000 EFI Spring 2026

ROM
384kB

SRAM
400kB

RTC SRAM
8kB

Flash
4MB

71




ROM

 Don’ttouch this...has bootloader
and stuff.

* Non-volatile, meaning it persists
without power

* Not for you
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ROM
384kB

SRAM
400kB

RTC SRAM
8kB

Flash
4MB
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SRAM

* Where all active relevant variables
will be living at run time as well as
a subset of instructions being
actively runin the L1 cache

* All instructions do not live here,
only a portion
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ROM
384kB

SRAM
400kB

RTC SRAM

8kB

Flash
4MB
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SRAM

* This SRAM is volatile meaning that
If you deep sleep it gets wiped
away.

* When on and in light sleep it stays
preserved

3/10/26 6.9000 EFI Spring 2026

ROM
384kB

SRAM
400kB

RTC SRAM
8kB

Flash
4MB

74




RTC SRAM

* RTC SRAMis also SRAM so itis
volatile and will fade away with no
power

* But the RTC_SRAM gets to keep its
power even in deep_sleep so its
memory will persist in this mode
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ROM
384kB

SRAM
400kB

RTC SRAM
8kB

Flash
4MB
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RTC SRAM

e How to interact and use it?

#include "esp_attr.h"

RTC_DATA_ATTR int joes_array[10] = {0};
//that's it...lives in RTC memory...will persist after deep sleep

* But remember there’s only 8kB of it*

*| think the C6 can have up to 16 kB at slightly more power consumption

3/10/26 6.9000 EFI Spring 2026

76



Flash Memory

* This is the largest chunk.
* Flash memory is non-volatile!
* When code compiles it goes here

* This can also be used as a non-
volatile storage location for data
(data can persist after power
cycles!!!!)
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ROM
384kB

SRAM
400kB

RTC SRAM
8kB

Flash
4MB

77




ESP32 C3 Mini vs WROOM-02

N Seet. _ N '-;"“'i

\ \ft"
7 iz I 2 ‘\\

. i, ‘J--t-.:i""j
Ay +hg B Ak i i B
W e frrmsnmennd

— O TN TSR T

“They’re the same. One is just smaller.”
-Joel Voldman

March 5, 2026 approximately 12pm
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Find the Datasheets

* Both modules are ESP32C3’s with 4 MB of Flash
memory, with identical pin count.

* One module is smaller

Antenna

RF Matching f——

P — — — ——— ——— — — i — r
{ 40 MHz ESP32-C3-MINI-1 \ we | ?ry'\:t'lf
I Crystal Antenna I |
I | | |
: RF Matching I I EN ESP32-C3
| gn | ESP32C3FH4 | GPIOS | I :
I 4 I | 88lolc|22 Z'
( SPI Flash J I | [ 6 >

~— l SPI Flash

3/9/26

Figure 2-1. ESP32-C3-MINI-1 Block Diagram

differences

6.9000 EFI Spring 2026

)
I
1
I
I
GPIOs |
|
I
I
I
)

ESP32-C3-WROOM-02

Figure 2-1. ESP32-C3-WROOM-02 Block Diagram
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ESP32C3-WROOM
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VDD33 : '— ‘ a ‘:.\ ‘..l!.l-‘

RO

HE T
[
o1 i | "1“—:090|001
The values of C1 and C2 vary with ESD
the selection of the crystal. .
The value of R1 varies with the actual =
VvDD33 PCB board. GND
_123 _]E“ R2 499 UOTXD
UORXD
1uF 10nF GPIO19_
= = GPIO18
vDD33 GND GND G|
LI~~~ 3 o RRIBRIRIE
_JQS _IES _L o <gezggoe = SRR
For FTw T 5 88g=ggee 2
— E——J L e | rl - . 1w o
GND GND GND L e nd TS TN TS T ST T
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= = — THIP_EN GPIO2 SPIHD Ovom
: 5 ] = CHIP_EN VDD_SPI _
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Figure 8-2. ESP32-C3-WROOM-02U Schematics
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Interesting

 Claude claims that
they’re the same.

e Must be true...OK

3/9/26

=] claude.ai ©

g o &6 @ 0 6 8 8 ¢ &

is the integrated flash in the ESP32 C3 mini and the external flash in the
ESP32C3 Wroom-02 the same speed?

Let me search for the specific flash specifications of these two modules.
Searched the web >

Yes, they operate at the same maximum speed. The ESP32-C3 SPI flash operates at a default
maximum clock frequency of 80 MHz Espressif Systems , and this applies regardless of
whether the flash is in-package (as in the ESP32-C3-MINI-1) or external (as in the ESP32-
C3-WROOM-02). Both modules use the same ESP32-C3 SoC and its SPI flash controllet, so
the interface speed is the same.

The key difference is just where the flash physically lives: in the ESP32-C3-MINI-1, the
flash is integrated in the chip's package Espressif systems , While the ESP32-C3-WROOM-02
features an external SPI flash Espressif Systems . But both are connected via the same SPI bus
running at up to 80 MHz by default.

Worth noting: Espressif mentions that a higher flash clock frequency of 120 MHz is
available upon request Espressif systems for the ESP32-C3 platform, which would also apply
to both module types.
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How do they integrate the Flash?

QFN32

Quad Flat No-Leads 32
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QFN with multiple dies

https://medium.com/@anil_21p/gfn-package-simulation-a592adaab4d0
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ESP32 die shot

RF section

Power distribution=—

Processor, SRAM,
etc...located below
this

https://www.cnx-software.com/2017/02/06/oh-look-espressif-esp32-die-shot-thats-pretty/
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ESP32 C2 with integrated Flash
memory

Regular ESP

Put flash die
on top of
ESP32 die

htt@/g)@gw.hackster.io/ news/espressif-u nveils-the—esp32—829g09|:@p]igﬂ,—jﬁg%g@-help-relieve-the—great—component-shortage—39342cfgg7c4



So Conclusions

* Regardless of if flash is on or off chip it uses an
Identical protocol

Flash
CPU AMB

quadSPI protocol @80 MHz
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What is Flash Memory?

* |t is non-volatile memory

* You use quantum tunneling to set bits and then
read them out later

* Same family of technologies in SSD’s and USB
sticks (different variants to be clear)
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Options to Work with Flash

* You will use it no matter what. That’s literally
what gets “flashed” when you “flash” the board.

* Your code lives in flash and at boot a portion of
what’s there is loaded into SRAM

* Then during run-time the L1 cache will try to stay
fresh by retrieving instructions from the Flash

* BUI....
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1df.py size

e Can be flash left over

Hemory Type lUsage Summary

Hemory Type/Section | Used [bytes] | Used [#] | Remain [bytes] | Total [bytes]

Flash Code 5898uA
dext 5898uB8

DRAM 112686 . 209294 321296
text 83126
.bss 17168
.data 11712

Flash Data 181688
.rodata 181344
.appdesc 256
SLOU 56
.force slou 32
.rtc_reserved 24
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You can use portions for file
storage

* Non-volatile storage in fact!!!

* As much as a couple of MB which will persist

even after full power cycle because it is non-
volatile

* Will need to configure stuff keep in mind via
Idf.py menuconfig
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NVS library

#include "nvs_flash.h"
#include "nvs.h"

° Probably Simplest: nvs_flash_init();

// do this wherever
nvs_handle_t handle;
nvs_open("storage", NVS_READWRITE, &handle);

[ Some h|e|’a rCh|Cal nvs_set_i32(handle, "boot_count", 42);

nvs_set_str(handle, "device_name", "sensor_01");

organization, but wvs_comnit (handle) ;
la rgely key—value nvs_close(handle),
// later, read with a get
Storage! nvs_open("storage", NVS_READONLY, &handle);

int32_t count;
nvs_get_i32(handle, "boot_count", &counter);
nvs_close(handle);

https://docs.espressif.com/projects/esp-idf/en/stable/esp32/api-reference/storage/nvs_flash.html
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SPIFFS

* More like file system,

* Higher level

#include "esp_spiffs.h"
https://docs.espressif.com/projects/esp-idf/
esp_vfs_spiffs_conf_t conf = {

.base_path = "/storage",

.partition_label = NULL,

.max_files = 5,

¥
esp_vfs_spiffs_register(&conf);

// then just use standard C file I/0

FILE xf = fopen("/storage/data.txt", "w");
fprintf(f, "sensor reading: %f\n", 23.5);
fclose(f);

https://docs.espressif.com/projects/esp-idf/en/stable/esp32/api-reference/storage/spiffs.html
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Flash Caveat #1: General Usage

* Flash relies on quantum tunneling and extremely
high electric fields to operate:
* Often >10V over 5nm of gate oxide

* Quite large power consumption (should measure)
but flash die will pull 10 to 20mA on reads, more on

writes

* Most flash cells can only get flashed 10K to 100K
times

e Careful not to write too many times!
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Flash Caveat #2: Timing

* Sector erases of flash can take actual human
amounts of time (100 ms or so!!!)

* Implications!
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There’s Only One Way in and Out

* What else needs to get to Flash?

S
e e Aol
cR° ot

CPU

Flash
4MB

3/10/26

quadSPI protocol @80 MHz
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Sharing the Flash

* The Cache will need periodic access (ideally
high priority) to the Flash...if not program stalls

* The Wifi libraries on espressif put configuration
and other large things into flash and reference
them during run. Those associated tasks need to
be able to read parts of that stuff periodically so
jamming the flash up with needless writes and
reads can be a problem!!!

* The flash is NOT thread-safe. Will likely need to
use mutexes
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Flash Caveat #3: Over-the-Air (OTA)

* If you do use OTA, as Joel said, a big portion of
the flash is lost since you need to essentially
have two copies of program at one time

* One being written/downloaded ota
* Onerunning
* Then they swap

* In addition to losing flash size, this can
potentially be very tricky with WiFi and cache
nit/miss situations so needs testing!!!
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The SRAM Organization: Stack

e Where local variables rowaddresses “Data”
. (Global and
and local data live static variables)

* Keep in mind sizes!

Stack(s)

Heap

Instructions

L06-99 High addresses
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The SRAM Organization: Globals

Low addresses “Data”

(Global and
static variables)

* Put big buffers and thing in the
global scope...they live in

different area of memory (data
SeCtiOn) Stack(s)

Heap

Instructions

LO6-100 High addresses
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The SRAM Organization: Heap

Low addresses

“Data”
. . (Global and
* Blgger thlngs, static variables)
* Things with sizes known
only at run-time,
* These things all go into the —
ack(s
memory heap
Heap
Instructions
LO6-101 High addresses
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Long-Term Memory Stability

* Try to stick to using the stack and global
variables wherever possible!

* Using malloc/free can potentially lead to
memory leaks!
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Heap vs. Stack vs. Memory

* Docs have tons of great analysis mechanisms to
study the heap and get readings off of it

3/9/26

Heap Information

To obtain information about the state of the heap, call the following functions:

heap_caps_get_free_size() can be used to return the current free memory for different memory
capabilities.
heap_caps_get_largest_free_block() can be used to return the largest free block in the heap,

which is also the largest single allocation currently possible. Tracking this value and comparing it
to the total free heap allows you to detect heap fragmentation.
heap_caps_get_minimum_free_size() can be used to track the heap "low watermark" since boot.

heap_caps_get_info() returns a multi_heap_info_t structure, which contains the information

from the above functions, plus some additional heap-specific data (humber of allocations, etc.).
heap_caps_print_heap_info() prints a summary of the information returned by

heap_caps_get_info() to stdout.
heap_caps_dump() and heap_caps_dump_all() output detailed information about the structure

of each block in the heap. Note that this can be a large amount of output.
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