
Firmware Thoughts
With our 
System

In 6.9000
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Two Big Pieces

• As you design your projects your firmware will 
get more and more complicated...

• Process/Instructions/Behavior:
• How to structure all your code (RTOS?)

• Memory:
• How to store all your data
• Issues with this maybe
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Process/Behavior: Thoughts for 
6.9000
• For the most part, based on what I can see at 

this point, none of you are going to be needing to 
squeeze the last little bit of performance out of 
our microcontrollers.
• However a lot of you teams are actually doing 

pretty complicated meshes of interwoven 
behaviors that all need to run seamlessly and 
then we have to worry about using energy 
intelligently as well.
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Finite State Machine
• Many of your tasks are going to boil down to 

running finite state machines type of behaviors.
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state=0

state=1

state=2

• You do a thing
• You do another thing
• You do another thing
• You repeat

• And so on...



One way...

• One way to implement 
FSM code

3/9/26 6.9000 EFI Spring 2026 5



Finite State Machine
• You may start having mini FSM loops and larger 

FSM loops as you build up your overall design
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state=0

state=1

state=2

SLEEP

MEASURE

TRANSMIT

Have to take 20 
measurements or 
something before sending 
(once a minute)

Send data every 20 
minutes



Finite State Machine
• As things get more complicated....
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state=0

state=1

state=2

SLEEP

MEASURE

TRANSMIT

Have to take 20 
measurements or 
something before sending 
(once a ~minute)

Send data every ~~~~20 
minutes

state=2b
FAIL/RETRY

5x

>5x

Gotta worry about retries



Another Functional Pattern 
Emerging
• Lots of little “things” you gotta do periodically 

which aren’t necessarily tied together.

3/10/26 6.9000 EFI Spring 2026 8

f1

Do f1 every 500 ms
f2

Do f2 every 1500 ms

f3

Do f3 every 2000ms



“Super Loop”/Polling/Event Loop
• One loop that runs continuously and you use 

timers to check on when to run “tasks”
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Event Loop In action...
• You can see the three 

functions are all kinda 
“running in parallel”

3/9/26 6.9000 EFI Spring 2026 10



"Inputs" to system don’t have to 
be just time • Can bring in lots of 

checks and stimuli to 
cause flow control 
variations in event 
loop
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Only do a thing every 2 
seconds if a button is 
pushed
Or something...



Can be perfectly fine way to run 
things
• But as your state machine(s) get more and more 

complicated...
• And the rate they need to step gets more 

complicated and varied...
• this can start to get harder and harder to manage
• May need to develop non-trivial structures and 

protocols to share information between all those 
separate 
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Solution 1: Interrupts

• Interrupts provide a manner for external signals 
(timers, electrical signals, bytes arriving) to 
trigger code
• You write a function, link it to 
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Push Interrupt
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https://components.espressif.com/components/espp/interrupt/versions/1.0.22/examples/example?language=

Set event to be on the 
negative edge...

Trigger this function

A piece of code you want to 
run in reaction to an event



Timer Interrupt
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A piece of code you want to 
run in reaction to an event

A hardware timer

An alarm listening to 
the timer

Setting things up so 
that when alarm 
happens, it triggers 
the timer_isr



Interrupts...similar (kinda) to 
FastAPI

3/10/26 6.9000 EFI Spring 2026 16

“when GET at / happens, run 
this code”

“when a GET at /items happens 
do this”

“when a GET at /items happens 
do this”



Similarities
• Both Interrupts and FastAPI are event-driving 

forms of programming
• Both rely on some grand deity-like entity in the 

background to actually be running and checking 
things and executing
• Interrupts happen at the hardware level
• FastAPI happens at the program (Python) level
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Solution 2: RTOS

• The Espressif comes with something that is 
actually much closer to the how FastAPI works 
(more so at the software level)

• It is known as an RTOS
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Solution 2: RTOS
• Real Time Operating System is an operating 

system that is particular sensitive to timing!
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Background Always running “Process”
The “kernel” aka Scheduler

Small 
sometimes 

running code
Task 1

Small 
sometimes 

running code
Task 2

Small 
sometimes 

running code
Task 3

Small 
sometimes 

running code
Task 4



The Scheduler

• The user spins up various tasks that run “at the 
same time”

• The Scheduler, the only piece of software that is 
actually always running, manages all the tasks 
using a priority queue of sorts.

• Tasks are effectively the same as threads
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Espressif (ESP32C3) uses 
FreeRTOS
• By far the dominant RTOS in the embedded 

world. 
• Relatively lightweight (and small).
• Very well documented.
• Mature.
• Not super heavy duty (no file system, drivers, 

user accounts, etc... Things like that) 
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Alternatives to FreeRTOS

• FreeRTOS that Espressif uses is basically just a 
glorified task manager loop (this is one reason 
why it is 
• If you want more features of an actual OS, there 

is the Zephyr framework...feel free to read up on 
that if you hate yourself and don’t like being 
productive.
• I would strongly, strongly encourage you to not 

use Zephyr for 6.9000 project. In fact we forbid it.
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https://www.zephyrproject.org



Setting up Tasks
• Can have multiple pieces of 

code that running “at the 
same time (wink)”
• In reality, the scheduler is 

hopping between them, 
giving each task some CPU 
cycles to run before moving 
onto the next one.
• Does so fast enough to give 

the illusion of “at the same 
time”
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Creating a Task
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Task/function

Name of task Bytes of stack 
given to task

Input handle 
(used to hand 
data into task)

Priority of task! (0-
24) with 24 highest

Could add 
handle/pointer 
to task to 
suspend/turn 
off/on kill etc...

Infinite loop that is “blocking”



Running that code...
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Running that code...
• Each task that is running 

should have some calls to:
• vTaskDelay
• Or other assorted ”blocking” 

calls
• These “yield” control of a 

task back to the scheduler 
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What happens if...

3/9/26 6.9000 EFI Spring 2026 27



task_b never releases control

• After a while of that printing mess...
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RTOS Task Watchdog
• When a task releases control back to the 

scheduler/kernel, occasionally the scheduler 
gets a chance to feed the watchdog
• Stay in a task too long...you’ll starve the 

watchdog and it’ll freak out
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Background Always running “Process”
The “kernel”

Small 
sometimes 

running code
Task 1

Small 
sometimes 

running code
Task 2

Small 
sometimes 

running code
Task 3

Small 
sometimes 

running code
Task 4

I believe 5 
seconds is the 
RTOS watchdog 
timer



So make sure...

• You aren’t waiting on external signals only in your 
tasks!

• Add some calls to vTaskDelay since that is one 
way to “pass” control back to the scheduler
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You were already in an RTOS...

• The app_main function in every piece of code 
you’ve written for the class so far is actually a 
task running on your core already.

• And if you were running Wifi in a lab/assignment, 
that had its own task that got spun up behind the 
scenes doing a lot of stuff.

3/9/26 6.9000 EFI Spring 2026 31



You can see what’s going on

• In some code from week 5 I had....
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+ some idf.py menuconfig action...



RTOS Priority
• How does the scheduler decide who gets to 

go?
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Scheduler/Kernel

Small 
sometimes 

running code
Task 1

Small 
sometimes 

running code
Task 2

Small 
sometimes 

running code
Task 3

Small 
sometimes 

running code
Task 4

“Me me me!”
“Waaa”“Pick me!”

“This Task Right here!”

“Shut up you needy little monsters! I must follow a system!”



Creating a Task
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Task/function

Name of task Bytes of stack 
given to task

Input handle 
(used to hand 
data into task)

Priority of task! (0-
24) with 24 highest

Could add 
handle/pointer 
to task to 
suspend/turn 
off/on kill etc...

Infinite loop that is “blocking”



RTOS Priority
• Every 10 ms (a “tick”) the Scheduler looks to 

see who gets to run: 
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Scheduler/Kernel

Small 
sometimes 

running code
Task 1

Small 
sometimes 

running code
Task 2

Small 
sometimes 

running code
Task 3

Small 
sometimes 

running code
Task 4

“Me me me!”
“Waaa”“Pick me!”

“This Task Right here!”

“Shut up you needy little monsters! I must follow a system!”



Priority Queue
• The scheduler keeps track of which task wants to 

be run as well as the priority of all the tasks and 
picks a winner to give some CPU to.
• Higher priority always gets chosen
• Equal priority get round-robinned
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Some Tasks (range from 0 to 24)

• Idle task has priority of 0 (lowest priority)
• app_main has priority 1
• esp_timer has priority 22
• Bluetooth and Wifi tasks have priority 23
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Recall this...
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All a
t prio

rity
 5



task_b never releases control 
voluntarily
• After a while of that printing mess...
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Priority and 
Failing to Yield 

• Failing to block/yield control to scheduler from a 
task can impact tasks at equal or lower priority
• Higher priority ones are not impacted
• Equal priority tasks will get potentially 

malnourished
• Lower priority tasks will get starved
• IDLE is the “housekeeping” task and does things 

like feed the watchdog...if that is never given a 
chance to run, issues will arise
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Some Tasks (range from 0 to 24)

• Idle task has priority of 0 (lowest priority)
• app_main has priority 1
• esp_timer has priority 22
• Bluetooth and Wifi tasks have priority 23
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• For things you write, try 
to aim in the 5-15 
range maybe



DO NOT

• You might think your tasks are very demanding 
and therefore deserve highest priority, but your 
demands are likely nothing compared to those of 
WiFi and BLE
• So don’t use 24 
• I think general rec is to keep things below 19 if 

you’ve got things like WiFi or BLE going.
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Another Issue: Talking Between 
Tasks in an RTOS
• These two things are pretty isolated it turns 

out...how to have them communicate?
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f1

Collect data every minute. 
Put in nice spot.
When you’ve got 20 datas 
collected, f1 tells f2 that it 
needs to post the data

f2

Listening for some message 
from f1 that says, “I’ve gotten 
all the data, grab it and send 
it up!” 



Signaling Between Tasks

• The individual tasks have completely separate 
stacks (for safety!)
• They need to use other common resources to 

communicate between each other
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Shared Variables

3/9/26 6.9000 EFI Spring 2026 45

• The consumer is 
checking the new_data 
variable to see if 
producer changed it.
• If so it reads 
shared_value and then 
sets new_data back to 
false

WILL NOT WORK



Shared Variables
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• Variables in this situation 
must be declared as 
volatile to prevent 
compiler from simplifying 
them away



Volatile Variables

• Marking variables as volatile fixes the compiling-
away issue
• For things much beyond one single variable, 

issues can arise because of the RTOS and its 
task switching.
• Where the RTOS ”time-slices” between tasks is 

not up to the individual tasks and is not 
predictable
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Signaling Between Tasks

• Volatiles should be 
used very cautiously.
• Instead you have other 

options in RTOS:
• Queues
• Semaphores
• Mutexes
• Notifications
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Semaphores and Mutexes

• Terminology is a little overlapped in the espressif 
framework but in general:
• Sempahores are unidirectional communication 

between tasks
• Mutexes are bidirectional communication 

between tasks 
• Both are thread-safe...the RTOS manages all the 

volatile stuff behind the scenes for you
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Semaphores
• Uni-directional: meant for signaling

3/10/26 6.9000 EFI Spring 2026 50

f1
f2

Announces:
“Here is signal for you!” Listens for that signal and reacts



Semaphore Code Example
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Announces

Yields to scheduler until 
announcement made



Mutexes
• Bi-directional: meant for sharing (responsibly) 

resources
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f1
f2

Can Give/Take 
aka 

Claim/Release

Can Give/Take 
aka 

Claim/Release



Mutex Code Example
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Shared resource 
(doesn’t have to be 
declared volatile)

claim resource
manipulate resource

release resource

claim resource
manipulate resource

release resource



Notifications
• Uni-directional: meant for signaling...effectively 

implementing semaphores behind the scenes
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f1
f2

Announces:
“Here is signal for you!” Listens for that signal and reacts



Notifications
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Announces

Yields to scheduler until 
announcement made



Using these functionalities

• So good uses of semaphores?

• Good uses of Mutexes?

3/9/26 6.9000 EFI Spring 2026 56



What about all this RTOS with 
Power?
• We’ve been doing all this weird stuff...how does 

power come into play.

• Remember esp_light_sleep, 
esp_deep_sleep,etc...?
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RTOS Power Functionality

• Deep Sleep still pretty much turns everything 
off/reboots the device...not much change there.

• The RTOS has built-in functionality tied to light 
sleeping and some other cool functionality
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Summary: Digital Power Consumption
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𝑷 = 𝜶𝟎→𝟏𝑪𝑽𝟐𝒇 + 𝑽𝑰𝒍𝒆𝒂𝒌

Dynamic power consumption

Static power consumption

• 𝑃 : total power consumed
• 𝛼)→* : fraction of gates switching
• 𝐶 : Capacitance of gates, busses, interconnects
• 𝑉 : Operating voltage (𝑉++)
• 𝑓 : frequency of operation
• 𝐼,-./: Leakage Current:
• Sub-threshold leakage
• Gate-Leakage

6.9000 Spring 2026
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𝑷 = 𝜶𝟎→𝟏𝑪𝑽𝟐𝒇 + 𝑽𝑰𝒍𝒆𝒂𝒌

Cut down on bits flipping
Smaller 

capacitors, 
Keep 

wires/interc
onnects 

short!

Scale 
down 

system 
voltage

Drop 
system 
voltage

Improve 
Fabrication 

Drop 
frequency
?

Be ON for 
less time

How to make 𝑷 go down?



Underclocking
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• If you have a lot of computation to get through, 
underclocking is rarely a good idea.
• If, however, you actually have nothing to do 

whatsoever, or... 
• what you need to do does not need to be done 

very quickly (interacting with stupid slow human 
flesh computers)
• , simply running in place checking/counting a 

number is a waste of time



Some 
Settings:
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Allow to go to light 
sleep (tickles)

Allow processor 
to scale its clock
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Check the Power!
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95uA in light sleep! 
(not 195uA) because 
few things that are 
still on are 
underclocked)

When full wake ups happen 
only draw 6mA (not 18mA) 
because system running at 
lower clock



Should you use the RTOS?
• The espressif toolchain is built around it, so can’t 

avoid it

• The question is how much to embrace vs. avoid 
it.  

• If you use it wisely and follow the docs, I think 
you can get very scalable and supportable code 
that ends up looking less spaghetti-like 
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Two Big Pieces

• As you design your projects your firmware will 
get more and more complicated...

• Process/Instructions/Behavior:
• How to structure all your code (RTOS?)

• Memory:
• How to store all your data
• Issues with this maybe
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The Memory

• The ESP32C3 has a diverse set of memory 
resources.
• Using them smartly is key to making sure 

everything stays happy
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In a Modern Computer
• Data storage is organized into a hierarchy 

L01-68

March 10, 2026 MIT 6.1903 Spring 2026

https://3000rain.medium.com/memory-hierarchy-afb83b61558c



On ESP32C3....more flattened
• Data storage is organized into a hierarchy 

L01-69

March 10, 2026 MIT 6.1903 Spring 2026

https://3000rain.medium.com/memory-hierarchy-afb83b61558c

Slightly Slower SRAM

Flash memory



So really on ESP32C3

• L0 is registers (RISCV32 got 32 of them)
• L1 cache is faster SRAM is (16 kB)
• L2 is rest of SRAM (~400 kB)
• L3 is the Flash memory (4MB)
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Memory on the ESP32C3

• This is the actual physical 
breakdown of memory is shown 
here

ROM
384kB

RTC SRAM
8kB

SRAM
400kB

Flash
4MB

3/9/26 6.9000 EFI Spring 2026 71



ROM

• Don’t touch this...has bootloader 
and stuff. 
• Non-volatile, meaning it persists 

without power
• Not for you

ROM
384kB

RTC SRAM
8kB

SRAM
400kB

Flash
4MB
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SRAM

• Where all active relevant variables 
will be living at run time as well as 
a subset of instructions being 
actively run in the L1 cache

• All instructions do not live here, 
only a portion

ROM
384kB

RTC SRAM
8kB

SRAM
400kB

Flash
4MB
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SRAM

• This SRAM is volatile meaning that 
if you deep sleep  it gets wiped 
away.

• When on and in light sleep it stays 
preserved

ROM
384kB

RTC SRAM
8kB

SRAM
400kB

Flash
4MB
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RTC SRAM

• RTC SRAM is also SRAM so it is 
volatile and will fade away with no 
power

• But the RTC_SRAM gets to keep its 
power even in deep_sleep so its 
memory will persist in this mode

ROM
384kB

RTC SRAM
8kB

SRAM
400kB

Flash
4MB
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RTC SRAM

• How to interact and use it?

• But remember there’s only 8kB of it*
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*I think the C6 can have up to 16 kB at slightly more power consumption



Flash Memory

• This is the largest chunk.
• Flash memory is non-volatile!
• When code compiles it goes here
• This can also be used as a non-

volatile storage location for data 
(data can persist after power 
cycles!!!!)

ROM
384kB

RTC SRAM
8kB

SRAM
400kB

Flash
4MB
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ESP32 C3 Mini vs WROOM-02

“They’re the same. One is just smaller.”
-Joel Voldman
March 5, 2026 approximately 12pm

???
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Find the Datasheets
• Both modules are ESP32C3’s with 4 MB of Flash 

memory, with identical pin count.
• One module is smaller

differences
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ESP32C3-WROOM
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ESP32C3-MINI
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Interesting

• Claude claims that 
they’re the same.  

• Must be true...OK
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How do they integrate the Flash?

QFN32

Quad Flat No-Leads 32
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QFN with multiple dies

https://medium.com/@anil_21p/qfn-package-simulation-a592adaab4d0
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ESP32 die shot

https://www.cnx-software.com/2017/02/06/oh-look-espressif-esp32-die-shot-thats-pretty/

RF section

Power distribution

Processor, SRAM, 
etc...located below 
this

3/9/26 6.9000 EFI Spring 2026 85



ESP32 C2 with integrated Flash 
memory

https://www.hackster.io/news/espressif-unveils-the-esp32-c2-an-optimized-iot-part-to-help-relieve-the-great-component-shortage-39342cf217c4

Put flash die 
on top of 
ESP32 die

Regular ESP
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So Conclusions

• Regardless of if flash is on or off chip it uses an 
identical protocol 

CPU
Flash
4MB
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quadSPI protocol @80 MHz



What is Flash Memory?

• It is non-volatile memory

• You use quantum tunneling to set bits and then 
read them out later

• Same family of technologies in SSD’s and USB 
sticks (different variants to be clear)
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Options to Work with Flash

• You will use it no matter what. That’s literally 
what gets “flashed” when you “flash” the board.
• Your code lives in flash and at boot a portion of 

what’s there is loaded into SRAM
• Then during run-time the L1 cache will try to stay 

fresh by retrieving instructions from the Flash 

• BUT....
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idf.py size

• Can be flash left over
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You can use portions for file 
storage
• Non-volatile storage in fact!!!

• As much as a couple of MB which will persist 
even after full power cycle because it is non-
volatile

• Will need to configure stuff keep in mind via 
idf.py menuconfig
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NVS library

• Probably simplest:

• Some hierarchical 
organization, but 
largely key-value 
storage!

https://docs.espressif.com/projects/esp-idf/en/stable/esp32/api-reference/storage/nvs_flash.html
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SPIFFS

• More like file system,

• Higher level 

https://docs.espressif.com/projects/esp-idf/en/stable/esp32/api-reference/storage/spiffs.html
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Flash Caveat #1: General Usage
• Flash relies on quantum tunneling and extremely 

high electric fields to operate:
• Often >10V over 5nm of gate oxide

• Quite large power consumption (should measure) 
but flash die will pull 10 to 20mA on reads, more on 
writes

• Most flash cells can only get flashed 10K to 100K 
times

• Careful not to write too many times!
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Flash Caveat #2: Timing 

• Sector erases of flash can take actual human 
amounts of time (100 ms or so!!!)

• Implications!
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There’s Only One Way in and Out
• What else needs to get to Flash?

CPU
Flash
4MB
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quadSPI protocol @80 MHz

Cache!
Other Tasks



Sharing the Flash

• The Cache will need periodic access (ideally 
high priority) to the Flash...if not program stalls
• The Wifi libraries on espressif put configuration 

and other large things into flash and reference 
them during run. Those associated tasks need to 
be able to read parts of that stuff periodically so 
jamming the flash up with needless writes and 
reads can be a problem!!!
• The flash is NOT thread-safe. Will likely need to 

use mutexes
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Flash Caveat #3: Over-the-Air (OTA) 

• If you do use OTA, as Joel said, a big portion of 
the flash is lost since you need to essentially 
have two copies of program at one time
• One being written/downloaded ota
• One running
• Then they swap

• In addition to losing flash size, this can 
potentially be very tricky with WiFi and cache 
hit/miss situations so needs testing!!!
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The SRAM Organization: Stack
• Where local variables 

and local data live
• Keep in mind sizes!

L06-99
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Low addresses

High addresses

Instructions

Stack(s)

Heap

“Data”
(Global and 

static variables)



The SRAM Organization: Globals

• Put big buffers and thing in the 
global scope...they live in 
different area of memory (data 
section)

L06-100
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The SRAM Organization: Heap

• Bigger things,
• Things with sizes known 

only at run-time,
• These things all go into the 

memory heap
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Long-Term Memory Stability

• Try to stick to using the stack and global 
variables wherever possible!

• Using malloc/free can potentially lead to 
memory leaks!
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Heap vs. Stack vs. Memory

• Docs have tons of great analysis mechanisms to 
study the heap and get readings off of it
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