
Lecture 4
February 12, 2026

Grab an attendance sheet

We’re going to do team stuff, so sit with your team
We’re going to use screens again today



TODAY
• The HW/SW product development process with a focus on 

engineering design
• Specifications ➔ System design & partitioning

• Testing and verification
• Component selection
• PCB layout with Joe

“In preparing for battle I have always found that plans 
are useless, but planning is indispensable”

--Dwight D. Eisenhower



Requirements, specs, and so on

stakeholders requirements

specifications

design

Done well, a design that passes all the tests will meet the specifications 
and thus the requirements, making the stakeholders happy

Test & verification



Case study: Flo by Moen smart water sensor
• Device to detect leaks in your plumbing and alert you



Teardown

CR123A Lithium battery 
(3.0V@1470 mAh), lasts 
~1y in my house

ESP32 MCU

Boost converter

Piezo buzzer
Status LED

RH/T sensor

Button

Liquid sensor 
pin

~50USD



Case study: Flo by Moen smart water sensor
• Device to detect leaks in your plumbing and alert you

Stakeholder Me (customer & end-user)

Requirement Should alert me within a few minutes if there’s a leak

Specifications Water sensor
Detection time: <10 sec
Minimum detectable wet area (MDWA): 5 cm x 5 cm x 1mm
False negative rate: MDWA should alarm > 99.9% of trials
False positive rate: Dry sensor should alarm <1/year

Radio
Transmission interval: every 5 min



Requirements to specifications [10 min]

• With your project team
• Choose one challenging requirement from your requirements list
• Turn that requirement into measurable specifications
• Add to your specifications & testing doc



Specifications, Concepts, & Design

We iterate between:
• Developing and refining concepts: form and function

• This will involve system design and partitioning
• Market research: what’s out there and available, what do our competitors do?
• Update specifications document as needed  this is a working document
• Even NOW, you can research, model, & prototype

• Identify high-risk questions that threaten overall system 
• De-risk

• Once you have a system design & partition that is suitably stable – start detailed design 
& development

Concept 
Development

Engineering 
Design

Testing & 
Verification

Production 
Ramp-up



System design & partitioning
• As you refine your system diagram, you will need to consider 

partitioning 
• Functional partitioning: allocating functions to different parts of the 

system
• Physical partitioning: What parts go where, how do they physically & 

electrically connect to each other
• HW/SW partitioning: what to do in HW vs. in SW
• Local/server partitioning: what to do on the sensor node (local, FW) vs. 

on the server (SW)

• We partition to manage complexity
• Subsystems can be designed independently as long as interface is well-

defined
• Physical interface: pinouts, attachment points, etc.
• APIs/function calls: between parts of FW, between FW and SW

• Allows abstracting away details of other subsystems

• Partitioning can be applied recursively
• Big blocks into smaller subblocks

• How far to go?
• As far as needed to make it clear what to design, and so a person/team 

can start to design

serversensor
node

Too coarse

Final system diagram (2024)



Case study: Flo by Moen smart water sensor
• This is my impression of their HW & SW 

architecture
• Based on their spec sheet, and interior view

MCU + Wi-Fi SoC
Power Management
(boost, low-voltage 

sense, etc.)

Water Sensing Electrodes

Temperature / Humidity
Sensor

Piezo Buzzer

Status LED

Button

Backend server

db

Front-end

Phone app

HW node



Case study: Flo by Moen smart water sensor
• One potential FW architecture

• Based on their spec sheet, and my use of system
• Incomplete!

• Provisioning?
• OTA?

• They might be using FSM, RTOS, we don’t 
know

BOOT / INIT
• Self-test

DEEP SLEEP
• Sensors off
• RTC + leak GPIO wake

MEASURE & EVALUATE
• Wake Up
• Read sensors, battery
• Apply thresholds

NO LEAK
• Log data locally
• Schedule next wake
→ back to DEEP SLEEP
→ Go to WiFi Connect periodically

LEAK DETECTED
• Debounce / filter

WIFI CONNECT
• Power on radio
• Connect to AP

REPORT EVENT
• Post leak event or data
• Receive cmds (e.g. test, config)
→ back to DEEP SLEEP unless 
ALARM_FLAG, then go to ALARM 
ACTIVE

ALARM ACTIVE
• Buzzer + Flash LED 
• raise ALARM_FLAG

FAULT (low bat, no WiFi, etc.)
• Flash LED
→ Stay here

Periodically

And there’s going to be server, app architecture as well!



Partitions: RH/T subsystem
• What is the interface between RH/T 

sensor and MCU?

• Physical interface
• Chip-level comms is often via I2C, SPI, UART
• 2+ traces on PCB, 2+ pins on MCU

• More MCU pins ➔ bigger MCU (sometimes), 
more expensive

• Need to know voltage, current

• Functional interface
• A digital communications protocol: I2C, SPI 

most common
• MCU should have the needed communications 

peripheral (else you have to bit-bang your own)

• An API/library
• A set of commands from sensor manufacturer 

OR a library that encapsulates those commands
• You can always write your own as well

The datasheet is your 
friend



System partitioning [10 min]

• With your project team
• Sketch a high-level system diagram of your project
• Label interfaces between 2 key subsystems
• Describe the physical & functional features of those interfaces

Yes, it’s early days, so do your best! 



Test and verification
• Once you make it, does it work? Does it meet spec?

• For each spec, you need to have a way of testing it

• If you pass your tests
• Then your design meets spec

• And if you meet all your specs
• Then you fulfill your requirements

• And then success!



Test and verification
• There’s a tradeoff between test difficulty and test accuracy
• Power Management

Specification: battery lifetime ≥ 1 year

• Test options
1. Calculate energy budget and thus lifetime using datasheets
2. Measure energy consumption of components and use that to calculate lifetime
3. Use new battery, run 100 systems using simplified FW for 3 mos, extrapolate to 

estimate lifetime
4. Use new battery, run 100 systems using full FW, measure lifetime

• There’s no perfect answer
• For your projects, you’ll also have to consider what parts of the system are 

needed for a particular test
• Especially for March testing, you will not have the complete system ready 

so must make compromises



Test and verification: FW
• Test each state of your FSM (if using)
• May need a HW test rig for accurate tests
• Use

• ESP LOG library
• Toggle GPIOs (see LED or probe pin)

• Write defensive code…and use a watchdog

DEEP SLEEP
• Sensors off
• RTC + leak GPIO wake

MEASURE & EVALUATE
• Wake Up
• Read sensors, battery
• Apply thresholds

LEAK DETECTED
• Debounce / filter



Prototyping for de-risking
• Some HW aspects we can design and de-risk by 

research and modeling

• Many require prototyping

• Breakouts are fast/easy way to get started
• With hardware design, firmware design
• Breakouts are also useful inspiration when it is 

time to design your own board
• But breakouts only represent <1% of avail parts!

• There are also evaluation kits ($$$)

• For other parts (such as SMT ICs), you can get 
adapter boards – just need to know package

• Or make your own board (~2 wks or less, ~1 day 
in EDS for very simple boards)

Adafruit Bosch BME680 breakout 
$19 @ 1

ESP32-C3 dev board
$3.30 @ 1

SMD adapter boards

We have parts available, or 
can order for your team!



Part selection and datasheets

• Picking components is hard
• Picking components is fun
• Picking components can take a (long) while



Part selection and datasheets
• One approach (for electronics)

• Query Google, ChatGPT, etc. to get to the relevant subsection in Digikey
• Narrow parametric search down to reasonable number of parts

• Not marketplace
• In stock
• Active
• Select specs you are pretty sure make sense

• Find either cheapest or most available parts
• Look at datasheets to learn about the type of part
• Go to manufacturer website

• To find other parts
• And also find application notes, selection guides to help learn about these types of 

parts



Datasheets
• There is no uniform format
• But, generally, for 

“electronics” parts
• First page

• Overview
• Main features



Datasheets
Somewhere inside 
• Pin configurations & packages
• Tells you what each pin does

• Often more details later on



LGA

Datasheets
Pin configurations & packages
• There are many different electronics 

packages available
• Even “standard” packages may be offered in 

“non-standard” configurations by the 
manufacturer

• You may have to look it up to see what the package 
actually looks like

• Our primary consideration is hand assembly
• So we want 

• Something where we can see the leads (or 
BGA)

• Not too many pins

• Avoid
• LGA
• Tiny pitches

SOT

QFN

BGA



Datasheets
Absolute Maximum Ratings
• In almost all datasheets
• How to avoid breaking your part

LM3671

FXLS8974



Datasheets
Specifications
• Will vary A LOT depending on 

the part
• Tabular…plots…programming

FXLS8974

BH1750



Datasheets
Design help
• Often some theory of 

operation or overview
• Incredibly useful!



Datasheets
Design help
• Often some theory of 

operation or overview
• Incredibly useful!

• But also help on developing a 
design



Datasheets
Design help
• Some parts are very specific in 

terms of the PCB layout

SHTx RH/T sensor



Datasheets
Part numbers
• Finding difference between 

some part numbers can drive 
you crazy



Part selection
• How do we evaluate/compare components?
• There’s often no single “best” solution
• Trade-off analysis

• Make a table to compare
• Assign importance to different aspects

• Often choose the cheapest and/or most popular part that 
meets spec


