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TODAY
• The HW/SW product development process with a focus on 

engineering design
• System partitioning
• Testing and verification
• Component selection & datasheets

“In preparing for battle I have always found that plans 
are useless, but planning is indispensable”

--Dwight D. Eisenhower



MITOS Campus Heat Monitor
1. It should accurately measure the air temperature and humidity, with dynamics appropriate for the use case.***

2. It should measure ground surface temperature, with dynamics appropriate for the use case.*

3. It should operate without being connected to line voltage.***

4. It should be portable and able to be set up by an average person in a variety of outdoor environments on the 
MIT campus, including on a tripod or attached to poles of various dimensions.***

5. It should be able to be physically attached to a HOBO MX2302A data logger.*

6. It should report faults, such as battery failure, falling, vandalism, etc.**

7. It should be as inexpensive as possible.***

8. Data from a sensor node should be able to be tied to a location.***

9. It should maintain privacy.***

10. It should operate independently without user intervention for 3+ months.***

11. It should be rugged and able to withstand a summertime Boston-area environment (heat, rain, wind and curious 
people).***

12.Multiple systems should be able to be used simultaneously.***

13. It should engage with the community.**

14.The system should present the information on a dashboard (with real-time data outputs to a dashboard if 
possible), and also allow downloading of raw data.***

* → ***: level of importance



City of Cambridge Bike Lane Monitor
1. It should measure bicycle volume (number and direction, velocity is less critical) across a variety of 

Cambridge separated bike paths.***

2. It should operate without being connected to line voltage.***

3. It should be installable by a technician, and should be easy to set up without requiring alteration to the 
roadway.***

4. It should report faults, such as battery failure, falling, vandalism, etc.**

5. It should be as inexpensive as possible, with no or minimal on-going cost.**

6. It should operate ideally at all times, though if you really want to sleep, you could do so 1am to 6am.***

7. It should communicate data wirelessly, ideally in real time.**

8. Data from a sensor node should be able to be tied to a location.***

9. It should not identify individuals.***

10. It should operate independently without user intervention or servicing for at least one year.**

11. It should be rugged and able to withstand operation across typical Cambridge weather.***

12.Multiple systems should be able to be used simultaneously.***

13.The system should present information to the end-user in a useful way.*

* → ***: level of importance



Requirements, specs, and so on

stakeholders requirements

specifications

design

Done well, a design that passes all the tests will meet the specifications 
and thus the requirements, making the stakeholders happy

Test & verification



System design & partitioning
• As you refine your system diagram, you will need to consider 

patitioning
• Functional partitioning: allocating functions to different parts of the 

system
• Physical partitioning: What parts go where, how do they physically & 

electrically connect to each other
• HW/SW partitioning: what to do in HW vs. in SW
• Local/server partitioning: what to do on the sensor node (local, FW) vs. 

on the server (SW)

• We partition to manage complexity
• Subsystems can be designed independently as long as interface is well-

defined
• Physical interface: cable, screws, glue, etc.
• APIs/function calls: between parts of FW, between FW and SW

• Allows abstracting away details of other subsystems

• Partitioning can be applied recursively
• Big blocks into smaller subblocks

• How far to go?
• As far as needed to make it clear what to design, and so a person/team 

can start to design

serversensor
node

Too coarse

Final system diagram



Example: sensor subsystem
• What is the interface between RH/T 

sensors and MCU?

• Physical interface
• Chip-level comms is often via I2C, SPI, UART
• 2+ traces on PCB, 2+ pins on MCU

• More MCU pins ➔ bigger MCU (sometimes), 
more expensive

• Functional interface
• A digital communications protocol: I2C, SPI 

most common
• MCU should have the needed communications 

peripheral (else you have to bit-bang your own)

• An API/library
• A set of commands from sensor manufacturer 

OR a library that encapsulates those commands
• You can always write your own as well

The datasheet is your 
friend



Test and verification
• Once you make it, does it work? Does it meet spec?

• For each spec, you want a way of testing it

• If you pass your tests
• Then your design meets spec

• And if you meet all your specs
• Then you fulfill your requirements

• And then success!



Test and verification
• Some tests are easy to write

Weight: < 300 g Test: weigh complete system



Test and verification
• Some are more difficult
• Energy Management

Lifetime between charging: >12 h
Calculate energy budget and thus 
lifetime using datasheets



Test and verification
• Some are more difficult
• Energy Management

Lifetime between charging: >12 h
Measure energy consumption of 
components and use that to calculate 
lifetime



Test and verification
• Some are more difficult
• Energy Management

Lifetime between charging: >12 h
Fully charge battery, run system using 
simplified FW, measure lifetime



Test and verification
• Some are more difficult
• Energy Management

Lifetime between charging: >12 h
Fully charge battery, run system using 
simplified FW, measure consumption 
using energy meter, measure lifetime 
inside and outdoors

What do we need for this test?



Test and verification

Some options
• ESP32 + PM board + battery on breadboard

• ESP32 + PM board + battery on breadboard in housing

• ESP32 + [sensor subsystem] + battery on breadboard in housing

• Etc.

What do we need for this test?

• Think about what testbed you need
• Who will develop it?
• How long will that take?
• What does its development depend 

on?

• Some are more difficult
• Energy Management

Lifetime between charging: >12 h
Fully charge battery, run system using 
simplified FW, measure consumption 
using energy meter, measure lifetime 
inside and outdoors



Test and verification

There is no correct answer here
The more sophisticated the test, the more complicated it will be to execute
Especially for March testing, you will not have the complete system ready so 
must make compromises

What do we need for this test?

• Some are more difficult
• Energy Management

Lifetime between charging: >12 h
Fully charge battery, run system using 
simplified FW, measure consumption 
using energy meter, measure lifetime 
inside and outdoors



Test and verification

Compare wireframe to implemented 
front-end, visually determine pass

• Another simple one
• Software [on server]

• Web front-end
• Framework: TBD



Test and verification
• More difficult
• Software [on server]

• Store data perpetually in SQLite table
• Index number [int32], Timestamp [datetime], ID [int32], 

RH [float], T [float], SOC [float]

Perpetuity is a long time…

Thinking about testing helps us understand the flaws in the spec



Test and verification
• More difficult

• Send 100 measurements, measure 
storage needed, extrapolate to 80% 
size of HD size

Is there a max SQLite db file size?
Does server need certain amount of free disk 
to operate robustly (w/o crashing)?

• Software [on server]
• Store data for system lifetime in SQLite table

• Index number [int32], Timestamp [datetime], ID [int32], 
RH [float], T [float], SOC [float]



Test and verification: FW & SW
• Tests of each function (unit tests) and overall FW
• Not just “best case” when everything works, but 

consider common failures
• WiFi down…
• Reset
• Sensors fail
• And so on…

What happens if WiFi goes down?



Iterating

We iterate between:
• Developing and refining concepts: form and function

• This will involve system design and partitioning
• Research: what’s out there and available, what do our competitors do?
• Update specifications document as needed (incl. tests!)  remember this is a working 

document
• Even NOW, you can research, model, prototype & test

• Identify high-risk questions that threaten overall system 
• De-risk

• Once you have a system design & partition that is suitably stable – start detailed design 
& development

Concept 
Development

Engineering 
Design

Testing & 
Verification

Production 
Ramp-up



Prototyping for de-risking
• Some HW aspects we can design and de-risk by 

research and modeling

• Many require prototyping

• Breakouts are fast/easy way to get started
• With hardware design, firmware design
• Breakouts are also useful inspiration when it is 

time to design your own board
• But breakouts only represent <1% of avail parts!
• Many/most of these are available substantially 

cheaper from China…but may take longer to arrive, 
may be sketchy

• There are also evaluation kits 

• For other parts (such as SMT ICs), you can get 
adapter boards – just need to know package

• Or make your own board (~2 wks or less)

Adafruit Bosch BME680 breakout 
$19 @ 1

ESP32-C3 dev board
$3.30 @ 1

SMD adapter boards

We have parts available, or 
can order for your team!

VEML7700-TT



Power management

• Implies battery-powered
• Last year used battery w/ solar panel to recharge

That’s not the only potential design

It should operate independently without user intervention for 
3+ months.***

It should operate independently without user intervention or 
servicing for at least one year.**

It should operate without being connected to line voltage. *** It should operate without being connected to line voltage. ***

Joe will talk about power management in detail next week



Power management
• Flo by Moen Smart water detector

• Leak detector, also RH/T



Power management
• Flo by Moen Smart water detector

• Leak detector, also RH/T
• Connects to WiFi, uploads every few minutes
• Battery is 3V@1470 mAh, lasts around 1 y in my house



Power management
• Solely use battery power

• Probably lower BOM cost [no solar panel]
• Fewer parts to break, simpler industrial design
• More work on firmware
• Limited lifetime (but might be long enough)

• Solar charger
• Likely higher cost
• More complicated industrial design
• FW is simpler
• Lifetime potentially indefinite

BXS001 IP67 panel mount 

battery holder



Part selection and datasheets

• Picking components is hard
• Picking components is fun
• Picking components can take a (long) while



Part selection and datasheets
• One approach

• Query Google, ChatGPT, etc. to get to the relevant subsection in Digikey
• Narrow parametric search down to reasonable number of parts

• Not marketplace
• In stock
• Active
• Select specs you are pretty sure make sense

• Find either cheapest or most available parts
• Look at datasheets to learn about the type of part
• Go to manufacturer website

• To find other parts
• And also find application notes, selection guides to help learn about these type sof

parts



Datasheets
• There is no uniform format
• But, generally, for 

“electronics” parts
• First page

• Overview
• Main features



Datasheets
• There is no uniform format
• But, generally, for 

“electronics” parts
• First page

• Overview
• Main features



Datasheets
First page

• Different parts

Just a subset!



Datasheets
Pin configurations & packages
• Tells you what each pin does

• Often more info later on about that

This is on page 3

This is on page 16



Datasheets
Pin configurations & packages
• There are many different 

electronics packages available
• Even “standard” packages may be 

offered in “non-standard” 
configurations by the manufacturer

• You may have to look it up to see what 
the package actually looks like

• Our primary consideration is hand 
assembly

• So we want 
• Something where we can see the 

leads (or BGA)
• Not too many pins

LM3671



Datasheets
SOT

QFN

BGA

SOT

LM3671



Datasheets
Pin configurations & packages
• There are many different 

electronics packages available
• Try to avoid LOTS of pins
• LGA or where you can’t see any part 

of pin
• Tiny pitches

LGA



Datasheets
Absolute Maximum Ratings
• In almost all datasheets
• How to avoid breaking your part

SHT4x

LM3671



Datasheets
Specifications
• Will vary A LOT depending on the 

part
• Some is tabular
• Some are plots



Datasheets
Specifications
• Will vary A LOT depending on the 

part
• Some is tabular
• Some are plots



Datasheets
Specifications
• Will vary A LOT depending on the 

part
• Some is tabular
• Some are plots



Datasheets
Specifications
• Will vary A LOT depending on the 
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Datasheets
Design help
• Often some theory of 

operation or overview
• I find these sections incredibly 

useful
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• But also help on developing a 
design



Datasheets
Design help
• Often some theory of 

operation or overview
• I find these sections incredibly 

useful

• But also help on developing a 
design



Datasheets
Design help
• Some parts are very specific in 

terms of the PCB layout



Datasheets
Part numbers
• Finding difference between 

some part numbers will drive 
you crazy



Datasheets
Part numbers
• Finding difference between 

some part numbers will drive 
you crazy

Better



Part selection
• How do we evaluate/compare components & designs?
• There’s often no single “best” solution
• Trade-off analysis

• Make a table to compare
• Assign importance to different aspects

• Often choose the cheapest and/or most popular part that 
meets spec


